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Thesis Goals

@ Design of online performance anomaly detection concept (©PAD)
@ OPAD implementation as KIEKEI plugin

® OPAD integration with case study system

® Evaluation @ XING’
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Existing Logjam-based Monitoring @ XING

cialviiil

Christian-Albrechts-Universitat zu Kiel

Monitoring at XING
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Logjam-based monitoring already in place @ XING’
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Integration of ©PAD in XING’s Architecture

Monitoring at XING
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XING”*’s logging/monitoring architecture
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Integration of ©PAD in XING’s Architecture

Monitoring at XING
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Example JSON Logging Message

Monitoring at XING

{
"count": 5204.903527993169,
"memcache_time": 6505.196318140181,
"api_time": 2207.0271495891297,
"db_time": 5004.8727338680155,
"view time": 3936.1623304929153,
"total_time": 1586.8188192888886,
"api_calls": 5546.250545491678

}

Input data received via AMQP and processed by ©PAD
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High-Level ©PAD Architecture

OPAD’s Architecture

* Measurement Queue

. Agter» «artifact> [ «artifact> Y «component
AMQPBridge Kieker Kieler OPAD Plugin
Monitoring AnaIyS|s
LM—T Time Series
Storage

4
Alerting Queue -]

© AMQP messages transformed into Kieker monitoring records
® OPAD: pipes-and-filters processing of records
® OPAD results passed to alerting queue and time-series storage

Tillmann Bielefeld (empuxa GmbH; ©PAD w/ Kieker Nov. 29, 2012 @ Kiel 7127
P!



©PAD Processing Steps

OPAD’s Architecture

H Filter —»%] <<Filter>> H <<Filter>> H <<Filter>> H <<Filter>> +

Time Series Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
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Step 1: Time Series Extraction

©PAD Processing Steps (cont'd)
OPAD’s Architecture

v

H Filter —»%] <<Filter>> H <<Filter>> H <<Filter>> H <<Filter>> +

Time Series Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
Continuous Time pd W e A, Event on ES
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Discrete Time Series - Current Time
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select sum(value) as aggregation
from MeasureEvent.win:time_batch( 1000 msec )
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Step 2: Time Series Forecasting

©PAD Processing Steps (cont'd)
OPAD’s Architecture

H Filter —»%] <<Filter>> H <<Filter>> H <<Filter>> H <<Filter>> +

Time Series Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
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Step 3: Anomaly Score Calculation

©PAD Processing Steps (cont'd)
OPAD’s Architecture

v

H Filter —»%] <<Filter>> H <<Filter>> H <<Filter>> H <<Filter>> +

Time Series Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
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Step 4: Anomaly Detection

©PAD Processing Steps (cont'd)
OPAD’s Architecture

H Filter —»%] <<Filter>> H <<Filter>> H <<Filter>> H <<Filter>> Jﬁ

Time Series Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
O —— Abnormal Score
1
— Normal Score
0.5
————— — — — — Anomaly Threshold
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& Anomaly Detected
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©PAD Web Interface

OPAD’s Architecture
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Evaluation Methodology: GQM

Evaluation

Goal
Assess Practicality
of Approach
Questi% \
How precise How accurate
is the is the
detection? detection?
Metric Metric
Number of Number of
true false
positives negatives

Goal/Question/Metric (GQM) plan (excerpt)
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Manual Identification of Anomalies

Evaluation Methodology (cont’d)

Evaluation

0:00 12:00 23:00
@ API time Memcache time Other time @ DB Time @ View time

e Manual detection using the visualization tool
e 8 anomalies were detected
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©PAD Results

Evaluation
Results
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ROC Curves (Introduction)

Evaluation (cont’d)

Results
® .
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ROC C

Evaluation (cont’d)
Results

1

mean.Dlmin.Llh
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Accuracy and Precision

Evaluation (cont'd)
Results

ACC
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Detection Threshold

TP TP

PREC = 565 “ TP+ FP @
TP+ TN TP+ TN

ACC = = = TP FP+FN TN (3)
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Summary and Outlook

Conclusion

Hieker

http.://kieker-monitoring.net

Tillmann C. Bielefeld:
“Online performance
anomaly detection for
large-scale software
systems”

March 2012. Diploma
Thesis, Kiel Univ.

Outlook

e OPAD to be released as part of Kieker
e Follow-up theses on ©PAD

Contact Us
e till@empuxa.com

Tillmann Bielefeld (empuxa GmbH) ©OPAD w/ Kieker

Nov. 29, 2012 @ Kiel 20/27



Demo

Conclusion

Win a free empuxa Hoodie!
http://freebies.tielefeld.com
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